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Before You Use This Product

In many countries, there are laws prohibiting or restricting the use of surveillance
devices. This Network Camera is a high-performance, web-ready camera which can be
part of a flexible surveillance system. It is the user’s responsibility to ensure that the
operation of this camera is legal before installing this unit for its intended use.

Upon opening the product’s package, verify that all the accessories listed on the
“‘Package Contents” are included. Before installing the Network Camera, read the
warnings in the “Quick Installation Guide” to avoid misuse. When installing the
Network Camera, carefully read and follow the instructions in the “Installation” chapters
to avoid damages due to faulty assembly or installation.

FCC Warning

This device complies with Part 15 of FCC rules.

Operation is subject to the following two conditions;

(1) This device may not cause harmful interference, and

(2) This device must accept any interference received, including interference that may
cause undesired operations.
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Regulatory Information

Federal Communication Commission Interference Statement

This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable
protection against harmful interference in a residential installation. This equipment generates
uses and can radiate radio frequency energy and, if not installed and used in accordance with
the instructions, may cause harmful interference to radio communications. However, there is
no guarantee that interference will not occur in a particular installation. If this equipment does
cause harmful interference to radio or television reception, which can be determined by turning
the equipment off and on, the user is encouraged to try to correct the interference by one of the

following measures:

- Reorient or relocate the receiving antenna.

- Increase the separation between the equipment and receiver.

- Connect the equipment into an outlet on a circuit different from that to which the receiver is
connected.

- Consult the dealer or an experienced radio/TV technician for help.

FCC Caution: Any changes or modifications not expressly approved by the party responsible for
compliance could void the user's authority to operate this equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two
conditions: (1) This device may not cause harmful interference, and (2) this device must accept
any interference received, including interference that may cause undesired operation.

& IMPORTANT NOTE:

FCC Radiation Exposure Statement:
This equipment complies with FCC radiation exposure limits set forth for an uncontrolled
environment. This equipment should be installed and operated with minimum distance 20cm
between the radiator & your body.
This transmitter must not be co-located or operating in conjunction with any other antenna or
transmitter.
The availability of some specific channels and/or operational frequency bands are country
dependent and are firmware programmed at the factory to match the intended destination.
The firmware setting is not accessible by the end user.
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Product Comparison

Model N L Resolution DIDO | WiFi | PoE USB port for
ame ens uti iFi
ofe 3G/ 4G
CB-100Ap |Board Lens - - -
WCB-100Ap (Board Lens v - -
CB-100A
Seri CB-101A 1280x800
eres P Board Lens - v v
V2.1
CB-102A V(1)
) P CS Mount - 4 v
V2.1
CB-500Ap |Board Lens - v v
CB-E00A WCB-500Ap (Board Lens v - -
] 2592 x 1944 pixel| v'(1/1)
Series
CB-502Ap | CS Mount - v v
WCB-502Ap | CS Mount 4 - -
CB-500A Panomorph
P PM2592 x 1944 pixel| vy | - | v v
360p-L Lens
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Package Contents

Please check to make sure the product package contains all the accessories listed
below.

a. Network Camera b. Product CD

C. d. Warranty Card

Warranty
Card

f. Easy Installation Guide

g. 1.5m White Flat RJ-45 cable h. Power Adapter (*)
(For CB-100Ae/ CB-100Ap only)

& NOTE - (*) These are optional features. Please refer to the Product List

for the full list of optional features that are available for this product.
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Cube Network Camera Overview

The compact Brickcom CB-100A/CB-500A series Cube network series offers a high quality,
video surveillance solution for residences and small businesses. Unlike a general webcam,
this camera series is a standalone surveillance system that does not need to be connected to
a computer. EasyLink™ is a feature of the CB-100A/CB-500A series camera which allows for
users to simply plug in the camera to any home or small business network and play the video.

This camera series offers a user-friendly and unique design which allows anyone without a
technical background to use it. It features live video feed and two-way audio which can be
used over a local area network (LAN), through any internet browser, or via any 3G mobile
device. The wireless capability makes it easy to mount on any surface. The
CB-100A/CB-500A series features many cutting edge functions and its fashionable,
streamline design make it the perfect additional for any home or office.

Because of its many advanced features, the CB-100A/CB-500A series has many versatile
applications. Users can easily monitor the safety of their family members, pets, office,
valuables, and property.

@

e Small Office Surveillance —

Security systems for small offices can be expensive and difficult to install and maintain. With
the EasyConfig software, the CB-100A/CB-500A series can easily be installed and configured
by anyone without extensive technical knowledge. The video can be reviewed remotely so
business owners can monitor office safety and employee productivity at all times.

1; Residence monitor —

Home owners worry about their house and property when they are away. The
CB-100A/CB-500A series has a built-in PIR sensor which can detect unauthorized movement
in a residence. Once movement is detected, the illumination LED will be triggered and an
alert with a snapshot can be emailed or sent through an MMS to the user’s portable device.

'1@’;/’)/::'
Elderly and Child Care —

A high concern for many people is the safety of elderly relatives and small children. Users can
use the CB-100A/CB-500A series camera to ensure the safety of their loved ones by use of
the live view and intercom functions.
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Brickcom
£

Pet Monitor —

The motion detection feature can be used to create forbidden areas in the home which the pet
should not enter when the owner is away. If the camera records the pet entering the region,
a recorded message can be programmed to play and the owner will be notified via email or

MMS.

N

web Browser

2 ((c

Pet Monitor

"b CB-100A

Elderly and
Child Care

2,

NB/PC with \

3G Network

Internet

(zz2)
':,—.;:' \‘ ‘o A \_og

& oo 5
AP/Router - "]
WCB-100A CB-100A
: ~ |

O
LGy Small Office
CB-100A Surveillance
Residence
monitor
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Brickcom
Device Appearance Description

® CB-100A Series/CB-500A Series
< Front & Rear view >

-

@ Adjustable focal

Lens (*)

2] Built-in Microphone

O prrk
4] Illumination LED
(5] Speaker (*)

@ Power Connector

@ EthernetRI45 S
@ Reset Button

ocket

© DIDO Terminal 110 Connector *)

@® Micro sb/sDHC

60.00/2.36"

slot (*)

95.12/3.74°

L'B'R''n]

123.70

/4.87"

@ wps button (¥)

® Privacy button

® Power LED

@ status LED

@ Internet LED

® wps LED (%)

® Privacy LED

® usB Port for 36/4G (¥)

29.20/1.15°

S8.18/2.29"

53.00/2.09°

WWW.BRICKCOM.COM
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Device Appearance Description

® CB-500Ap-360p-L
< Front & Rear view >

1] Adjustable focal Lens (*)
@ Built-in Microphone

® PR

© \ilumination LED

(5] Speaker (*)

1) Privacy button
® power LED

® status LED

(14] Internet LED

® Fw Upgrade Led

(6] Power Connector .
® Privacy LED

(7] Ethernet RJ45 Socket

JIIf
y
IIIf

® usB Port for 3G/4G
© Reset Button

© DIDO Terminal I/O Connector *)
® wicro SD/SDHC slot (*)

£0.00/2,36¢ ) 25207115

-
[

core ITTTTETTTEIT
® e

| |earasees

N

9512/3.74*

@eonpe
—
f

Se18/22%

Iy

9310/367°
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1. & NOTE - The WPS and Privacy buttons must first be enabled through the web GUI in

order to work. See page 37 for details on how to enable the Privacy button and see page
50 for details on how to enable the WPS Button.

2. (*) These are optional features. Please refer to the Product List for the full list of optional
features available for the product.
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LED Behavior

Function LED Behavior Description Remark
Power Continuous Illumination Normal Operation Top
(Blue)
Power Unlit Powered off Top
(Blue)
] o 1. Connected to switch by
Status Continuous lllumination . Second (Blue)
Ethernet or WiFi.
) 1. Powered off
Status Unlit _ Second (Blue)
2. No connection
o 1. Data Transmission via
Status Blinking N Second (Blue)
WiFi or Ethernet
Internet Continuous Illumination Connected to Internet Third (Blue)
] 1. Powered off )
Internet Unlit _ Third (Blue)
2. No connection
Blinking WCB-100A/C
_ B-500A
WPS WPS in progress
SERIES
Fourth (Blue)
Continuous lllumination WCB-100A/C
B-500A
WPS WPS success
SERIES
Fourth (Blue)
Firmware | Blinking Under FW upgrade WCB-100A/C
Upgrade Process B-500A
SERIES
Fourth (Blue)
Firmware | Continuous lllumination Firmware successfully CB-100A/CB-5
Upgrade upgraded 00A SERIES
Fourth (Blue)
Privacy Continuous lllumination Privacy mask active Bottom(Red)
Privacy Unlit Privacy mask inactive Bottom(Red)
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Hardware Reset

Reset Button

CB-100A Series CB-500A Series
The Reset Button can be used to reboot the camera or restore it to factory default settings. If
the camera experiences a problem, rebooting the camera may correct the problem. If the
problem remains, please restore the camera to factory default settings and reinstall the
software.
To Reboot - Press and hold the Reset Button for one second using a paper clip or thin object.
Wait for the camera to reboot.
To Restore — Press and hold the Reset Button for ten seconds until the LED light turns off.
When successful restored, the LED will be blue during normal operation.

&NOTE - By restoring the camera, all settings will be restored to the factory default settings.

Micro-SD/SDHC Card Capacity
The network camera is compatible with Micro-SD/SDHC (Maximum 32GB) cards.
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Installation

System Requirements

Operating System:

Microsoft Windows XP Home Edition SP2

Microsoft Windows XP Professional SP2

Computer:

IBM PC/AT Compatible

CPU:

Pentium 3GHz or faster

Memory:

1024 MB or more

Monitor:

1024 x 768 pixels or more, 24-bit True color or better

Network Interface:

10/100Mbps Network interface card must be installed

Web Browser:

Microsoft Internet Explorer 6.0 SP2 or higher

Adobe Reader:

Adobe Reader 8.0 or higher
Audio:

The audio function will not work if a sound card is not installed in the PC. Audio may be
interrupted depending on network traffic.
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Camera Connection

&Warning Hot — Please attach the bracket before using CB-500A Series.

s =

y—

q =

\y

e

Terminal I/O Connector Block Connection

Attach the supplied connector block to the terminal connector on the camera. Refer to the diagram
below to attach external devices to the connector block.

1: Ground

2: Digital Input
3: Digital Output
4: Power +5V

Basic Connection

1. Connect the supplied power cable from the camera to a power outlet.
2. Connect the camera to a switch using an Ethernet cable.

CB-100A Series

-10 -
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7

3 & [

oo
o000
oo

ocoo
[eXoXe}

CB-500A Series

When powering up, the power LED will light up and the camera will boot up. The status
LED will turn amber when the camera is obtaining the IP address. After obtaining the IP
address, the link LED will flash orange while the network connection is processing.

-11 -
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Software Installation

In this manual, "User" refers to whoever has access to the Network Camera, and
"Administrator” refers to the person who can configure the camera and grant user access to
the camera.

After checking the hardware connection, run the Installation Wizard program included on the
product's CDROM to automatically search the intranet for the camera. There may be many
cameras on the local network. Differentiate the cameras using the serial number which is
printed on the labels on the carton and the bottom of the camera.

1. Insert the Installation CD into the CD-ROM driver. Run Auto-Run Tool directly from
the CD-ROM to start the installation. When installing the Brickcom software kit for the
first time, select a desired language for the interface. The available languages are
listed in the scroll box. Click <Install> and follow the steps to install the EasyConfig
wizard on the desired computer.

Brickcom software Kit

© 2010 Brickcom Corporation &l Rights Reserved.

-12 -
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Brickcom Software Kit - InstallShield Wizard

Brickcom

Welcome to the InstallShield Wizard for Brickcom Software Kit

3. Read the End-User License Agreement and check the option “I accept the terms of the
license agreement”. Click <Next> to continue.

Brickcom Software Kit - InstallShield Wizard

License Agreement

End-User License Agreement

IMPORTANT - READ CAREFULLY

This End-User License Agreement (the "Agreement”) is a legal agreement between you (either an individual —
of an entity) and BRICKCOM CORPORATION. ("BRICKCOM") regarding the use of the BRICKCOM's

softweare, entitled Brickcom Softweare Kit, wersion 1.4.9, which may include user documerntstion provided in
"onling" o electronic form (the "Software™). By clicking the button marked "l ACCEPT" or "YES" below, you
agree to be bound by the terms of this Agreement. If you do not agree to the terms of this Agreement,

please donot install or use the Software.

1. Grand of License

This &gresment permits you to use one copy of the specified version of the Software, for internal purpose
only, on only one computer, and only by one user, &t & time. If you have purchased multiples icenses for the
Software, then at any time you may have as many copies of the Software in use as you have licenses. If
ol obtain the Software together with & hardware product, you are allowwed to use the Software as a part
of the hardware according to this Agreemert. The Software is "in use" on a computer when it is loaded into
the temporary memary (i.e. RAM) or installed into the permanent memory (e.g. hard disk, CD-ROM, or cther
storage device) of that computer.

In the: event BRICKCOM provides you the upgrade for the Software, you may use the resulting uporaded
Zoftware only in accordance with the terms of this Aareement.

-13 -
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4. Select either “Complete” setup or “Custom” setup to install the system.
a. If COMPLETE SETUP is selected:
I. All program features will be installed into the default directory. Check the
option “Complete” and then click <Next>.

Brickcom Software Kit - InstallShield Wizard

Setup Type

Sele p type to install

Cancel

ii. Select to create shortcuts. Click <Next> to continue.

Brickcom Software Kit - InstallShield Wizard

Setup Type

nstalled Bricken Mext ta cantinue

-14 -
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iii.  The installation information will be displayed. Click <Next> to continue.

Brickcom Software Kit - InstallShield Wizard

Current Settings:

[ Setup Type ]
Complete

[ Select Features ]
EasyCanfig
FC-MVR Standard

[ Choose Destination Location |
EasyCaonfig: C:AProgram FilesiBrickcormEasyConfig
PC-MVR Standard: C\Program Files\BrickcomiP C-NYR StandardiExe

[ Creating shorteuts |
EasyConfig
Create Desktop Shortcut
Create Quick Launch Shorteut
Create StartMenu Shortcut
PC-MNVR Standard

b. If CUSTOM SETUP is selected:
i.  This option is recommended for advanced users. It can be used to install the
system to a preferred directory or to select specific program feature(s).
ii.  Check the option “Custom”, and then click <Next>.

Brickcom Software Kit - InstallShield Wizard

Setup Type

Select the setup type to install

(Requires the mo:

prograrm features nstalled. Recommended for advanced

-15-
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iii. Select the features to install. Click <Next> to continue.
Brickcom Software Kit - InstallShield Wizard

Select Features

Selectthe features s
Selectthe fez Y0 oi 3 B he fea do notwant to install.

FPC-MNYR Standard

iv. Click <Change> to change the appointed folder where installation and
program files will be stored. Click <Next> to continue.

Brickcom Software Kit - InstallShield Wizard

Choose Destination Locatil

Select folderwhere s

-16 -
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Brickcom Software Kit - InstallShield Wizard

Setup Type
thi

Brickcom Software Kit - InstallShield Wizard

[Setup Type]
Custam

[ Select Features |
EasyConfig
PC-NVR Standard

[ Choose Destination Location |
EasyConfig: C\Program FilesiBrickcom\EasyConfig
PC-MYR Standard: CiProgram Files\BrickeomiP C-hNWR StandardiExe

[ Creating shortcuts |
EasyCaonfig
Create Desktop Shartcut
Create Quick Launch Shaortcut
Create Starthenu Shorteut
FC-MVR Standard

-17 -
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5. To launch EasyConfig or PC-NVR Standard, select the application and click <Finish>.
When launching the PC-NVR program, please refer to the PC-NVR user manual.

Brickcom Software Kit - InstallShield Wizard

Installation Complete

Thankyou for choosing Brickcam.

Dioyau wantto launch the application right now?

Finish

-18 -
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EasyConfig

To launch EasyConfig, select EasyConfig from the start menu. If Complete Setup type was
used in the software installation, an EasyConfig icon was installed on the desktop. Double
click to open the icon.

EagvConfig

If Custom Setup type was used in the software installation and an EasyConfig icon was not
installed on the desktop, the program will be installed wunder C:\Program
Files\Brickcom\EasyConfig unless the program was saved to a preferred directory.
1. Click <Start> to continue. The program will automatically search for the camera
in the intranet.

& NOTE - Check “Skip the hardware installation guide” to skip checking the hardware

connection. To check the hardware installation settings, do not check the option box.

Brickcom

Welcome

Thank you for choosing Brickcom.

EasyConfig will help you easily configure
your Brickcom

o the t e installation guide

Select Language  |[SEED v

2010 Brickcom Corporation, Al rights

-19 -
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Brickcom

network switch or router.

Connection n Rlug one end of the supplied network cable inta your

NETWORK CABLE

Brickcom

Lpplied netwar

-20 -
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Brickcom

Please check that the LED light is on.

POWER
SOCKET

Plug the power adapter into the camera's power port.
Then connect the other end into the power outlet.

CAMERA

ETHERNET PORT S e .

POWER L_ L J -
— i Te w
-

2. Select either “Simple Mode” or “Professional Mode” to obtain the camera’s IP
settings. If “Simple Mode” is selected, EasyConfig will set up the connection
automatically. If “Professional Mode” is selected, the user will need to configure
the IP settings manually.

Brickcom

-21-
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3. There may be many cameras in the local network. Differentiate the cameras using
their UPnP name. Double click on the camera from the survey list to connect.

Brickcom

Fle double click the camera yau wantto connect fram the list.

UPAP Mame

IP Address

MAC Address

Model Mame | Firrmware

1
4
3
4
E
&
7
8
2

FE-1004-dabz
FD-100Ap-000d
FD-1004p-fFd9
FE-1008e-dbe?
FD-1008p-3456
FB-1004ap-dads

WFE-1004e-dc31

FB-1004ap-dbs4

WFE-100Ap-0035

Search again

4. Enter the username and password of the camera.

192.168,100.21
192,165,100.12
192.168.100,11
192.168,100.20
192,165,100.10
192,165,100,22
192.168,100.24
192,168,100.23
10,542,201

00:26:82:1bida:bz
00:26:582:15:00:0d
00:26:52: 19:fF:d2
ooezé:82:1bidbec?
00:00:00:12:34:56
00:26:52:1b:da:ds
00:zé:82:1bidei31
00:26:582:1b:db:54
00:40:25:00:00:35

username and password are “admin/admin.”

—

enter the username and p:

the camera

Password: [T
o

-22 -

FE-1004p
FD-1004p
FD-1004p
FE-1004e
FD-1004p
FB-1004p

WFEB-100%e
FE-1004p

WFEB-1008p

w2, 53.7.6
w2, 3.7.6
w2.3.7.6
w2, 53.7.6
w2, 3.7.6
w2, 3.7.6
w2, 53.7.6
w2, 3.7.6
w3.0.0.7

For first time use, the default
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5. For configuring the IP address settings, select either <Settings remain the same>,
<Automatically obtain an IP Address (DHCP)> or <Set IP Address configuration

manually>. The DHCP setting is recommended.
.

Brickcom

Select the IP Address settings.

© Settings remains the same

@ Automatically obtain an IP Address (DHCP)

@ Set P Add configuration manually

a. If <Set IP Address configuration manually> is selected, the following pages will be
displayed.

Brickcom

Select the IP Addr

-23-
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Brickcom

Enter the Static IP Address to configure IR Camera.
m . 5 42 103
8 255 255255 0 0

10 . 5 . 42 254
m .5 1 103
m .5 .1 1

6. If the camera supports the EasyLink™ function, the following page will be

displayed. Otherwise, this page will not be shown. *If desired, click <Skip> to
skip this setting.

Brickcom

EasyLink Settings
You can use EasyLink Settings to connect to the IP camera without knowing the IP address.
EasyLink Name:

(.,‘ Live Yiew - Windows Internet Explorer

@ hitp:#0026821 bdhfd.mybrickcom.com

Bl’ickcom WFB-100Ap Camera Configuration Utility

Enter the nk URL into a web browser to access the camera's web GUI.

-24 -

| EXPERT IN WIRELESS IP SURVEILLANCE



EasyLink™ is a unique Brickcom function which allows users to assign a unique EasyLink
name to their network camera’s IP address. There is no need to configure the router to open
up ports or remember hard-to-memorize IP addresses. When this feature is enabled, users
can log onto [uniqueEasyLinkname].mybrickcom.com to view the camera’s web GUI and live

view.

1. Enter a unique EasyLink name whose length must be between 5-32 characters.
2. When finished, click the arrow button to continue.

3. &NOTE - See page 42 for more details about the EasyLink function.

-25-
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7. When the IP address settings have been configured, the screen will either display a
successful or failed connection message. If the connection failed, either try again or
quit the installation.

a. If“DHCP IP address settings” was selected, the failure page will be displayed as
below:

Brickcom

IS i

b. If “Static IP address settings” was selected, the failure page will be displayed as
below:

Brickcom

£ recommended

SIS
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c. If the connection was successful, the user will see the message:
“Congratulations. The installation of the camera is complete.”

When this window is displayed, click <PC-NVR> to start the PC-NVR program, <Live
View> to view the live video from the connected IP camera, or <X> in the top right corner
of the screen to close the installation window. To run the PC-NVR program, please refer
to the PC-NVR user manual for more information.

Brickcom

Congratulations

The installation of the camera is complete.

PC-NVR

Live View

Once installation is complete, the Administrator should proceed to the next section
"Accessing the Network Camera" for necessary changes and configurations.
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Accessing the Network Camera
Check Network Settings

The camera can be connected either before or immediately after the software installation. The
Administrator should complete the network settings on the configuration page, including
entering the correct subnet mask and IP address of gateway and DNS. Ask the network
administrator or Internet service provider for the detail information.

Add Password to Prevent Unauthorized Access

The Administrator should immediately implement a new password as a matter of
prudent security practice. For first time use, the user name and password for the
Administrator are assigned as “admin/admin”. After the Administrator changes the
Administrator password, the web browser will display an authentication window to confirm the
new password. Once the password is set, there is no provision to recover the
Administrator’s password. If the Administrator’s password is lost, the only option is
to restore the original factory default settings.

The Administrator can set up a maximum of ten (10) user accounts. Users will be able to
access the Network Camera, but will not be allowed to access system configurations.

Authentication

To access the camera’s live view, open a web browser and enter the IP address of the camera.
A dialog window will pop requesting a username and password. As stated on the previous
page, for the default username and password for the Administrator are assigned as
“admin/admin”. For accounts other than the administrator’s account, the user can choose
to remember the password for future convenience. It is not recommended to check this box
when viewing the camera feed from a public computer.

The server 192,168.1,1 at Brickcom IPCAM Login requires a
eeeeeeeeee d passward.

[CIRemember my password
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Installing the Plug-In

For the initial access to the camera in Windows, the web browser may prompt the
administrator for permission to install a new plug-in for on Internet Explorer. Permission
request depends on the Internet security settings of the user’s PC or notebook. If the highest
security level is set, the computer may prohibit any installation and execution attempt. This
plug-in has been registered for certificate and is used to display the video in the browser.

Click on E to proceed. If the web browser does not allow the administrator to

continue the installation, check the Internet security option and lower the security levels or
contact the networking supervisor or IT for help.

Do you want to install this software?

ﬁ Mame: Brickcom.cab
’ Publisher: BRICKCOM CORPORATION

@More options [ Install ] [ Don't Install

While files from the Internet can be useful, this file type can potentially harm
your computer, Only install software from publishers you trust, What's the risk?

&NOTE — If an error occurred or the plug-in fails to install, it is because the version of the

Electronic Signature is newly released and the VeriSign has not been submitted to Microsoft
Windows update for validation. Therefore, plug-in will not have its root certificate. If IE
discovers that there is no root certificate after the user’s PC connects to the camera, it will
automatically redirect to VeriSign Web site to download and install the latest root certificate to
make the installation successfully. If the user’s computer is able to connect to camera but
unable to access the internet, then the installation will fail because the computer will not be
able to download the latest root certificate. This problem can be resolved if computer can be
connect to the internet and the camera at the same time and will not recur when Windows
update patches become available.
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Live View

} Stream 1 ¥ |Channels {'H'I'I'F'A v Protocol jVOFF :/J LED Control Camera Name: WCB-100Ap-2c11

2009/01/01 00:03:56 1280x800 Playing g Camera Control Panel

e s
$ e—— S0l
v '
Brightness
© —p )
Mic Volume
. —— 1)))
Speaker Volume

& NOTE - (*) These are optional features. Please refer to the Product List for the full list of

optional features available for the product.

Live View is the default page that opens when accessing the camera. Live video is displayed
directly in the browser window.

® Streaml/Stream2 Channels

The network camera offers simultaneous dual stream for optimized quality and bandwidth. Go
to Configuration — Camera/Video/Audio — Video to configure the codec compression and
video resolution or refer to the Video configuration page.

® HTTP/TCP/UDP protocol

HTTP — This unicast method can be used to traverse firewalls. Firewalls are commonly
configured to allow the HTTP protocol, thus allowing RTP to be tunneled.
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TCP - This protocol guarantees the complete delivery of streaming data and provides better
video quality. The downside of using this protocol is that the quality of its real-time effect is
less than that of the UDP protocol.

UDP - This protocol allows for more real-time audio and video streams. However, network
packets may be lost due to network burst traffic and images may be broken. Activate UDP
connection time-sensitive responses are more important than video quality.

LED Control — Use the drop-down menu to adjust the brightness of the camera’s LED.

E/. Recording on/off - Displays the status of recording video
-
L MIC on /off - Displays the status of the MIC volume
-
Speaker on/off - Displays the status of the Speaker

MD on/off - Displays the status of Motion Detection

® Brightness - Drag the slider bar to adjust the image brightness level.

® Mic volume - Drag the slider bar to adjust the microphone volume.

® Speaker volume - The built-in speaker will play sound from an audio clip from the
computer microphone when it is enabled.

For more Audio settings, please refer to the Audio configuration page.

E Playor Stop - Play or stop the video.

Recording - Record video to a computer.

Snapshot - Capture and save still images.

H)
E Digital Zoom - Enable the digital zoom operation.

ﬁ Mirror - Horizontally reflect the display of the live video.
E Flip - Vertically reflect the display of the live video.
E Real Size - View the object in real size. Press it again to switch back to normal
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mode.

ﬁ Full Screen - Switch to full screen mode. Press the “Esc” key to return to normal

O
Mute — Turn off the sound.

m Talk(*) — To communicate through the camera using the computer MIC.

Set Default — Reset to default settings.

& NOTE

1. The <Camera Control Panel> functions have no effect on the recorded video. Whatever
changes are made to the <Camera Control Panel> will not be applied to the recorded video.

2. The LED is not for continuous use and has an estimated life span of 30,000 hours.

3. The LED cannot be replaced.
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Configuration

Click <Configuration> on the main page to change the camera settings pages.
& NOTE - Only Administrators can access the Configuration page.

Camera/Video/Audio

Camera
@?ﬁ ra

Profile Management

Name

Brightness

Contrast

Sharpness

Saturation

I CIl © 50Hz
L ©) 60Hz

Exposure © Auto

Control ) Manual

Meteri mica s
e (] G3) B9 ()

DERIVECE | avel Auto

Mirror and [JER T (s

[~] Fiip

@ Color

) Black & White

@ Auto

) 3000k
©) 5000k
) 7000k

[ Test in Full Screen ]

[ Apply ] [ Cancel ]

Profile — Up to five profiles can be created for different lighting environments. Day
and night are default profiles and users can create up to three additional profiles.
Select a profile from the drop-down menu or select different icons to change profile
settings.

Name — Profile Name

Brightness - Drag the bar to adjust the image brightness level from -5 to +5.

Contrast - Drag the bar to adjust the image contrast level from -5 to +5.

Sharpness - Drag the bar to adjust the image sharpness level from -5 to +5.

Saturation - Drag the bar to adjust the image saturation level from -5 to +5.

Flicker-Free — Eliminates the problem of flicker.
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Exposure Control
Auto: The camera will automatically control exposure.
Manual: Select this option to define the exposure manually
Mirror and Flip
Mirror - Enable to horizontally reflect the display of the live video.
Flip - Enable to vertically reflect the display of the live video.
De-Noise
Auto - The camera will automatically filter the frame-to-frame defects to reduce the visual
impact of blur.
The De-noise can be set between 1 to 3, with 3 giving the best video resolution.
Color Effect - Select to display color or black and white video streams.
White Balance: White balance is a camera setting that adjusts for lighting in order to make
white.

Profile Management: Profiles can be scheduled to change at scheduled times or under
different lightening changes.

@ Always Schedule

AMways use: Day =

| Apply | | Cancel |

Always- Select Always to use a single profile. Select the profile from the drop down menu.

B
Always @ Day&NMight Schedule Digital Input
Day Profile Day =~
Might Profile Night ~

Switch to Day profile ifthe detected value is higherthan 40 for 5 Second

I Switch to Night profile ifthe detected value is lowerthan 10 for 5 Second
.y
§ [ . | 2t

1]

I Currentvalue detected: 155

| Apply | | Cancel |

Day & Night (Only available with models with a light sensor)- Select Day & Night to schedule
two profiles for day and night. Select profiles from the drop down menu for the Day and Night
Profiles.
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Camera

Always @ Schedule

0:00 6:00 12:00 18:00 24:00
|:| Day @ Sun
Mon
B niont Tus
D Sunset Wed
l Usert Thu

Fri
l User2 gat

| Apply | | Cancel |

Schedule — Select Schedule to schedule specific time periods for different profiles.

Always Day&Might Schedule @ Digital Input
High profile: Day = this profile will trigger the actions when the DI status is high.
Low profile: Night - this profile will trigger the actions when the DI status is low.

Current status: High

| Apply | | Cancel |

Digital Inputs (Only available with models with a DI terminal)- Select Digital Input to have the
profile management controlled by an external sensor. Select profiles from the drop down
menu. Profiles will change according to different trigger voltage levels.

Click Apply to apply settings or Cancel to cancel changes.

Video

The Network Camera offers two separate streams for different viewing options.
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Video Overlay RTSP Server Save File Folder Advanced Settings

Aspect Ratio
Mode D43 0169 @ 1610
Video Codec H264 «
Video Resolution 1280x800 ~
Frame Rate 25 -
1 Quality 2000
o te Kbps. (64~12000)
GOP 0 = (0~320,0:auto)
Enable
Video Codec MJPEG ~
Video Resolution 1280x800 ~
Frame Rate 25 ~
‘@ Quality 3 -
* RTP
Transport ) RTP with Quantization Table Header

@ HTTP Transport

Mote:For stream recording,stream 1 must be setto H.264 or MPEG4 with a bitrate lower than 1.5Mbps or the quality below 3 and the resoltion lower
than 1280x1024.

Stream 1 & Stream 2

Aspect Ratio — Select the width to height image aspect ratio.
Video Codec - The Network Camera offers three choices of video codec standards for
real-time viewing: H.264, MPEG-4 and MJPEG.
Video Resolution - Select from the drop-down menu to choose the best resolution
recording settings.
Frame Rate - Select the frame rate from drop-down menu. When H.264 or MJPEG is
selected, the frame rate ranges from 1 to 30 fps. When MPEG-4 is selected, the frame
rate ranges from 1 to 15 fps. Set a higher frame rate for smoother video quality.
Video quality and bit rate - Choose either “quality” or “bitrate” to control the video quality
with video codec at H.264 or MPEG4. Only “quality” can be chosen when video codec at
MJPEG is selected. Set the bitrate higher for a better video quality.
Transport-

RTP: The Real-time Transport Protocol (RTP) defines a standardized packet format
for delivering audio and video over IP networks.
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Brickcom

RTP with Quantization Table Header : Choose this option to explicitly include JPEG
guantization table in the RTP stream [RFC 2435, section 3.1.8].

HTTP Transport: If MJPEG is used for Video Codec, HTTP Transport protocol must
be enabled to remotely access the video stream.

& NOTE - a higher bitrate will use higher network bandwidth. The video quality can be

set between Level 1 to Level 6, with Level 6 producing the best image quality.
HTTP Transport — If MJPEG is used for Video Codec, users can enable HTTP Transport
protocol for video communication.

& NOTE — HTTP Transport is for non-1E browser used only.

Click Apply to apply settings or Cancel to cancel changes.
Video Overlay

RTSP Server Save File Folder Advanced Settings

Timestamp

Enable 0

Position Left-Top -

Enable ]

Position Left-Top -
Text

The video overlay will only take effect in stream 1

Timestamp

To display the date and time on the screen during live view, check “Enable” to enable the
timestamp function and select the display position from the drop-down menu.

Text

To make a note about the camera, check “Enable” and select the display position from the
drop-down menu. Enter a video description in the text box.

Click Apply to apply settings or Cancel to cancel changes.

& NOTE - The video overlay will only takes effect in stream 1.
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Brickcom

RTSP Server

Video Overlay Save File Folder Advanced Settings

Port 554
Authentication NONE
RTP/IRTCP
RTCP Mode Without SR~

To utilize RTSP authentication, the user must first set a password for the camera. RTSP
(Real-Time Streaming Protocol) controls the delivery of streaming media. By default the port
number is set to 554.

Authentication - Depending on the network security requirements, the camera provides two
types of security settings for streaming via RTSP protocol: NONE and DIGEST.

If DIGEST authentication is selected, user credentials are encrypted using MD5 algorithm, thus
providing better protection against unauthorized access.

RTP/RTCP-

RTCP without SR - RTCP without SR (Sender Report) is the default option. Under this
option, audio and video received from the IP camera are played immediately and independent
of each other.

RTCP with SR - RTCP with SR option allows synchronization between video and audio on
live viewing. Choose this option if audio and video become unsynchronized.

Click Apply to apply settings or Cancel to cancel changes.

Save File Folder

Stream Video Overlay RTSP Server Advanced Settings

Recording Folder Path

Path C\Users\Mars\Documents\Brickcom
Snapshot Folder Path
Path C\Users\Mars\Documents\Brickcom

Type JPEG ~

These settings are used for Recording and Snapshot functions in the Live View page.
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Brickcom

Recording folder path - The destination for saving the recording video files. Click Browse to
specify the saving path.

Snapshot folder path - The destination for saving the snapshot files. Click Browse to specify
the saving path and select the format from the drop-down menu.

Advanced Settings

Stream Video Overlay RTSP Server Save File Folder

Video usability information (VUI)

Enable |[7]

Sequence Parameter Set (SPS) & Picture Parameter Set (PPS)

Enable |[7]

Video usability information (VUI)- Enable this feature to insert extra information into the bit
stream to enhance the use of the video for a wide variety of purposes.

Sequence Parameter Set (SPS) & Picture Parameter Set (PPS)-

Enable or disable SPS and PPS in the H.264 packet: Sequence parameter sets (SPS), which
apply to a series of consecutive coded video pictures called a coded video sequence, and
Picture parameter sets (PPS), which apply to the decoding of one or more individual pictures
within a coded video sequence.

Click Apply to apply settings or Cancel to cancel changes.

Audio

The administrator can set up two separate streams for the camera for different viewing devices.
The administrator can enable or disable the audio function on either stream. If audio enable is
selected, select the Audio codec from the drop-down menu.
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Enabled O
p—
Enabled O
At Cotec

Advanced Settings

Stream Advanced Settings

Enabled
Votume

Echo Cancellation

Camera Speaker — If the speaker is enabled, select the volume from the drop-down menu.
Echo Cancellation Enabled - Enable to avoid an echo.
Click Apply to apply settings or Cancel to cancel changes.

Multicast
Enabled O
MulticastAddress 2>+ |1 [ [[5 | Port | [10000 |
Enabled O
MulicastAddress (2> |1 [ [[5 | Port | (20000 |

Multicast sends a video stream to the multicast group address and allows multiple clients to
acquire the stream at the same time by requesting a copy from the multicast group address.
Therefore, multicast can effectively save Internet bandwidth. The RTSP (Real-Time Streaming
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Protocol) controls the delivery of streaming media.

Click “Enable” to enable Multicast stream 1 or Multicast stream 2. The default value for multicast
address and port are 234.1.2.3 and 10000. Use different port number for different streams. It is
recommended to use the default values.

& NOTE - Using the IP address of the Network Camera enables access to the video.

Example: rtsp://192.168.1.1/channell
Click Apply to apply settings or Cancel to cancel changes.

Privacy Mask Control

The Cube camera is equipped with a privacy feature which allows users to mask the camera’s
live view. Ablack screen will be displayed in place of the live view window. This application is
particularly useful when the camera is being used for home surveillance. With the privacy
button, the user can have privacy while they are going about their daily life.

Privacy Mask Control

Enabled O
Hardware Privacy Mask Button
Enabled

Privacy Mask Control — Enable the Privacy Mask control to remotely mask the camera’s live
view.

Hardware Privacy Mask Button — Click to enable the privacy mask button on the camera.
If this feature is not enabled, the user will not be able to use the privacy mask button.

Click Apply to apply settings or Cancel to cancel changes.
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Enabling De-Warp Function For Camera

From the camera search list, select the camera you wish to add. Enter the username and
password for the camera (the default username is admin and the default password is admin),
then click Add.

S

Brickcom

Double-click the mouse on a network cameraito add it ta the BR

g

UPnP Name IP Address | MAC Address |Model Ma___ |Firmware Status

FB-3004p-4475 19216810128 ac®111201:447a  FB-3004p w3107 Already in Site L.
MD-500&p-360-02.. 1921681065 002214820230 Brickcom-5..  ¥32.26
FB-1004p-7has 19216810123 OO:26:8274:7kas  FB-1004p ¥31.0.7

P7-0400-3009 192168.10.39 O0:2662b63mdd  PZ-0400 w3104  Alreadyin Sitel..
IPCam-TEST 192168.10.24  O0:22f481:0345  Brickcom-3...  +322.3
A ZTEE 1921631044  00:26:11:228811 Brickcom-3..  +3213
TEST - (C1100-6... 192168103 00:11:6halEt:74 1100 w1183
Lab_tCam2 19216810130 00268274711 FB-1004p w3107
FB-1004p-ch03 1921681060  O0:26:821kdk03  FB-1002p ¥310.7
FB-1304p-h365 1921681051 OO:26:82d1:b365  FB-1304p ¥31.0.1
OB-10042-4864 19216810124 acE11234:4864 OB-10048 ¥31.0.7

Lim I B R I L o

10
11

O
|
O
O
O
|
O
O
O
O

Drag the camera from the camera tree list to the live view window. The live view window will
show the camera's image as below.

Brickcom PC-NVR

MD-500Ap-360-0230
20130708 10:47:19

@ 0B-100Ap-b030 &
[03] PZ-040D-3cd9

@) PZ-0400-3cd9

[04] FB-300Ap-447a

@ FB-300Ap-447a

[05] GMD-100Ap-3933
@ GMD-100Ap-3933
[06] WFB-300Ap-435f
@ WFB-300Ap-435F
[07] MD-500Ap-360-02
@ MD-500Ap-360-02: v

T PTZ Setting
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Click lll and choose Settings in the menu.

Alarm & Event Setting

Account Manage

Settings

System Information

In Panorama Settings, click Enable and select the lens type of the selected camera.

{/_' Settings X
=» Camera | & Sequence [ Storage '® Video Wall [ NVS Settings & System L Joystick
Cameras Connect to Camera
F & & & s MD-5004p-360-0230 Auto
\ Site Name | Camsra Na
1 MD-500Ap-380-0230 MD-500Ap- _ . _
®)p ) Domain Name ") Easy Link ! Generic RTSP _
Click here to preview
P Address: 192 . 168 . 10 . 65
Http Port: 80
Username: admin
Password: -
'O Settings
Model: Brickcom IP Camera - ﬂ
. 0SD Settings
Record Stream Type | Liveview Stream Type Site Name
Stream Type: Streaml Date/Time
Camera Mame: MD-500Ap-360-0230 .
Video Codec: H.264 (:‘ Pancrama Settings
- | Enable
< m | N Video Resolution 2032X1536 g
= Audio Codec: G711 Lens Type: | Immervision ABTRT -
FizshEye
Immervision AW
Export | | Import oK CANCEL | Immervision ASTRT
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® Immervision ASTRT:

For the 360P cameras (ex: MD-300Np-360P), please select Immervision AS8TRT.

& Settings x
ew Camera | & Sequence [ Storage ™ Video Wall [ NVS Settings 24 System S Joystick
Cameras Connect to Camera
F & & & s MD-5004p-360-0230 7 Auto
\ Site Name | Camsra Na
1 ND-5004p-350-0230 MD-500Ap-
P Domain Name Easy Link Generic RTSP _
Click here to preview
P Address: 192 . 168 . 10 . 65
Http Port: 80
Username: admin
Password: .
'O Settings
Model: Brickcom IP Camera - ﬂ
. 0SD Settings
Record Stream Type | Liveview Stream Type 7| Site Name
Stream Type: Streaml | Date/Time
Camera Mame: MD-500Ap-360-0230 .
Video Codec: H.264 f_" Panorama Settings
(i - | Enable
‘. m N Video Resolution 203241536 b
Audio Codec: G711 Lens Type: | Immervision ABTRT -
FizshEye
Immervision AW
Expot | | Import oK CANCEL immervision ABTRT

& In the preview window, you can see an oval image with the black background. If you do

not get the oval image, the de-warp function will not work properly.

Click OK to save and apply the panorama settings.
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® FishEye:

The BRC64 supports the fisheye lens for the Brickcom camera used along with the
3"d-party fisheye lens (ex. The 3"-party fisheye lens attached to the FB series camera). In
this case, please select FishEye.

& Settings x
=» Camera | & Sequence [ Storage '® Video Wall [ NVS Settings & System L Joystick
Cameras Connect to Camera
F & & & s MD-5004p-360-0230 7 Auto
\ Site Name | Camsra Na
1 FB-130Np-fbZa FB-130Mp-1
2 OB-1004p-b030 0B-1004p- * P Domain Name Easy Link Generic ATSP _
3 PZ-040D-3cd8 PZ-040D-3¢ 12 185 10 es Click here to preview
IP Address: . -
4 FB-300Ap-447a FB-3004p—
5 GMD-1004p-3533 GMD-1004 ) 30
6 WFB-300Ap-435f WFB-3004) Hitp Port:
7  MD-500Ap-360-0230 MD-5004 N
P = Username: admin
Password: .
'O Settings
Model: Brickcom IP Camera -
E 0SD Settings
Record Stream Type | Liveview Stream Type | Site Hame
Stream Type: Streaml | Date/Time
Camera Mame: MD-500Ap-360-0230 _—
Video Codec: H.2564 /‘»‘ FTEIT SRS
i - L | Enable
‘. m N Video Resolution 203241536 °
Mo Cadecs G711 Lens e -
Export | | Import 0K CANCEL

& In the preview window, you can see a circular image with the black background. If you do

not get the circular image, the de-warp function will not work properly.

Click OK to save and apply the panorama settings.
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® Immervision AQ**V:

If you have a CS-mount ImmerVision Panomorph lens and want to use it with the camera
(ex: CB-502Ap), please select Immervision AO0**V.

& Sett ngs
ew Camera | & Sequence [ Storage ™ Video Wall NVS Settings & System L Joystick
Cameras Connect to Camera
F & & & s MD-5004p-360-0230 7 Auto
\ Site Name | Camsra Na
1 FB-130Np-fbZa FB-130Mp-1
2 OB-1004p-b030 0B-1004p- =P Domain Name Easy Link Generic RTSP i
3 PZ0400-3cd9 PZ_0400-3¢ - Click here to preview
1P Address: 192 . 168 . 10 . 65
4 FB-300Ap-447a FB-3004p—
5 GMD-1004p-3533 GMD-1004 ) 30
6 WFB-300Ap-435f WFB-3004) Hitp Port:
7  MD-500Ap-360-0230 MD-5004 N
P = Username: admin
Password: .
'O Settings
Model: Brickcom IP Camera -
.[! 0SD Settings
Record Stream Type | Liveview Stream Type 7| Site Name
Stream Type: Streaml | Date/Time
Camera Mame: MD-500Ap-360-0230 p—
Video Codec: H.264 /‘A‘ FETTIELE ST
i - L | Enable
‘. m N Video Resolution 203241536 o
Audio Codec: G711 Lens Type: | Immervision A0~V -
Export | | Import | 0K | | canceL

& In the preview window, you can see an oval image with the black background. If you do

not get the oval image, the de-warp function will not work properly.

Click OK to save and apply the panorama settings.
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Brickcom PC-NVR

[01] FB-130Np-fb2a
) FB-130Np-fo2a
[02] 0B-100Ap-030
@ 0B-100Ap-b030
[03] PZ-040D-3cd9
X PZ-040D-3cd9
[04] FB-300Ap-447a
@ FB-300Ap-447a
Sequence [05] GMD-100Ap-3933
05D Setting AN k & GMD-100Ap-3933

Tak

[06] WFB-300Ap-435f
) WFB-300Ap-435F
[07] MD-500Ap-350-0230
@ MD-500Ap-360-0230

Display Mode
Camera Position » (V] ceing

Config

S EEREICTENCE S

A
]
« Bl

On the BRC64 PC-NVR, you can use the mouse or the software control panel to perform the
PTZ (pan, tilt, zoom) operations. For the mouse-based PTZ control, the drag operation of the
mouse changes the viewing direction, and the mouse wheel does the zoom-in and zoom-out
of the image.

The result of the PTZ operation depends on where the camera is installed (on the ceiling, on
the ground, or on the wall). For the BRC64 PC-NVR to know the actual position of the camera,
please right click on the FishEye / Immervision AO**V / Immervision ABTRT camera image for
the menu to pop up. Then select Image Effect = Panorama =» Camera Position. Under
Camera Position, 3 options are available: Ceiling, Ground, Wall.

Ceiling Select this option if the camera is installed on the ceiling
facing the ground.

Ground Select this option if the camera is installed on the ground
facing the ceiling.

Wall Select this option if the camera is installed on the wall
facing forward.
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Brickcom PC-NVR

MD-500Ap-360-0230
2013/07/1P 82535

Rl 51 ~ O B o. s © ]

The BRC64 PC-NVR offers a few display modes for the FishEye / Immervision AO**V /
Immervision A8TRT cameras, such as the normal PTZ-capable display, simultaneous
guadruple PTZ-capable display, and the 180° perimeter display. To select the display mode,
please right click on the FishEye / Immervision A0O**V / Immervision ABTRT camera image for
the menu to pop up. Then select Image Effect = Panorama = Display Mode. Under
Display Mode, 3 options are available: PTZ, Quad, Perimeter.

PTZ Select this option for the single display. The PTZ commands
are applicable.
Quad Select this option for the 2x2 quadruple display. The PTZ

commands are applicable to each of the displays, just like
controlling 4 different cameras.

Perimeter Select this option for the 180° horizontal panoramic image.
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[01] FB-130Mp-fb2a

&N FB-130Np-fb2a

[02] OB-100Ap-b030
&) OB-100Ap-b030

[03] PZ-040D-3cd9

@) PZ-040D-3cdg

[04] FB-300Ap-447a

&N FB-300Ap-447a

[05] GMD-100Ap-3933
&N GMD-100Ap-3933
[06] WFB-300Ap-435f
&N WFB-300Ap-435f
[07] MD-500Ap-360-0230
&N MD-500Ap-360-0230

ﬁ': Camera List

PTZ Control Panel:

Click the PTZ Setting button (marked by 1 on the picture) on the
control panel to show the PTZ control section (marked by 2 on
the picture). The PTZ control section consists of 8 directions and
the Home button at the center.

1. Click the direction buttons to change the viewing direction
on the image.

2. Click the Home button at the center of the PTZ control
section to revert to the default viewing direction and zoom level.
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ﬁ': PTZ Setting * 1
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ﬁ': Camera List

ﬁ': Setting

ﬁ': PTZ Setting

After clicking the Setting button, the Zoom in and Zoom out buttons
will show up.
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fi= PTZ Setting W 1
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ﬁ': Camera List

ﬁ': Setting

fi= PTZ Setting

On the PTZ control section, click the arrow (marked by 3 on the
picture) for the Preset Point and Patrol section to come up.

To set up the pre-set point(s):

1. Determine the desired viewing direction and zoom level using
the PTZ commands.

2. Enter the name into the Current Position field (ex. Pre-set 1),

then click to create a new pre-set point. Click =] o

delete an existing pre-set point.

3. On the drop-down list below the Current Position field, the
user can view all the configured pre-set points. When the user

selects a pre-set on the drop-down list and clicks , the image
corresponding to the preset will be Immediately displayed.

To set up the patrol rule(s):

1. Enter the name into the Description field, then click E to
create a new patrol rule. Click [=] to delete an existing rule.

2. On the drop-down list below the Description field, the user
can view all the configured patrol rules. When the user selects a

patrol rule on the drop-down list and clicks (] the BRC64
PC-NVR will run this rule endlessly. Click =] (o stop the rule.
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3. When a patrol rule is selected, in the Edit Patrol section the user can see which pre-set
points are included and put in order for the patrol rule. The user can select the desired pre-set

point(s) on the drop-down list in the Edit Patrol section, then click E to add a pre-set point

to the patrol rule, or click [=] to delete a pre-set point from the patrol rule. The user can
double-click the Duration field of each pre-set point to set the period of stay for the pre-set
point.
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Network

IP Settings

This section explains how to configure a wired network connection for the camera. There are
several ways to setup the camera over the Internet: (1) obtain an available dynamic IP address
assigned by a DHCP server, (2) use a static IP, or use PPPoE (Point-to-point over Ethernet).

Select the desire setup mode from the IP settings drop-down menu.

Mode

DHCP  Ié

Apply

Cancel

1. DHCP -If this option is selected, the camera will automatically obtain an available
dynamic IP address from the DHCP server each time it connects to the LAN.

Mode Static [P v
IP Address 169 | |254 | 209 | |208
Subnet Mask 266 | |265 0 |0
Default Gateway 169 | (254 | 1209 | [198
Primary DNS 0 |0 0 |0
Secondary DN S 0 |0 0 |0

2. Static IP - Select this option to manually assign a static IP address to the camera. Enter
the static IP address, Subnet mask, Default Gateway, Primary and Secondary DNS
provided by the ISP.
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Mode PPPoE 184

Username

Password

3. PPPoE (Point-to-point over Ethernet): Use this mode if connecting to the Internet

through a DSL Line. & NOTE - To utilize this feature, it requires an account provided

by an Internet Service Provider. Enter the user name and password provided by the ISP.
Click Apply to apply settings or Cancel to cancel changes.

4. 3G(*) — Use this option if using a 3G SIM card to transmit video/audio surveillance
over a 3G network

Mode 3G hd
APN internet
Dial Number 0o
PIN Code oooo
Username
Password

& NOTE - This function is only available for GOB models.

a. Enter the APN (Access Point Number), Dial Number, PIN Code, User
Name and Password provided by the ISP.

b. Click Apply to apply the settings. The message below will be
displayed if the 3G settings were successfully applied.

[ 1 L i e e e e
Settings successfully updated.
Please reconnect it via UPnP
service.

c. Before disconnected the wired connection with the network camera,
obtain the IP Address by opening EasyConfig. The 3G connection IP
Address will be displayed in the IP Address column.
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Brickcom

Flease double click the camera you want o connect from the list.

UPnP MNarne IP Address MAC Address Model Marme Firmware
GOB-100Ap-dabz 111.70.152.208  00:26:52:1beda:bz GOB-100Ap V2, 3.7.6

Search again

d. The network camera can now be accessed over a 3G network. To
access the video feed through the internet, open a web browser and
enter the network camera’s IP address. A dialog window will pop up
requesting a username and password. As stated on the previous page,
the default username and password for the Administrator account are

A\Y H H n
admin/admin”.

#BRE REE BRO BFWREQW IAD HEA®
i BBE % @] sboutblank
WEQ - FRHE©- I/

& Live View

Brickcom OB-100Ap Camera Configuration Utility

Stream 1 ¥ |Channels HTTP | Protocol

2009/01/01 04:38:13 H.264 1280x800

B

“
~——

-~
‘

Universal Plug and Play (UPnP) simplifies the process of adding a camera to a local area
network. Once connected to a LAN, the camera will automatically appear on the intranet.
Click “Enable” to enable this function and enter an UPnP name which the camera will appear
under on the intranet.
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Enabled

UPnP Name VWCB-100Ap-2c11

Click Apply to apply settings or Cancel to cancel changes.
DDNS (dynamic domain name service)

DDNS links a domain name to an IP address, allowing users to easily access their camera even
with a changing IP address. Brickcom network cameras are compatible with three DDNS
service providers (1) DynDNS, (2) TZO, and (3) No-IP. &NOTE - Before utilizing this

function; please apply for a dynamic domain account from a DDNS provider.

TZO HO-IP

Enable

Username

Password

Hostname

| Apply | | Cancel |

DynDNS — Enable the DynDNS to allow the camera to have a fixed host and domain name.
Refer to the DynDNS website (www.dyndns.com) to apply for a dynamic domain account.
When an account has been created, enter the username, password and hostname.

Click Apply to apply settings or Cancel to cancel changes.

TZO
Enable
Email Address
TZO Password
Domain Name

| Apply | | Cancel |

TZO is a DDNS provider which allows users to create a dynamic DNS. Refer to the TZO
website (http://www.tzo.com/) to apply for a dynamic domain account. When an account has
been created, enter the e-mail address, password and domain name.

Click Apply to apply settings or Cancel to cancel changes.
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No-IP

Enable

Email Address

Password

Hostname

| Apply | | Cancel |

No-IP is a DDNS provider which offers DNS services, email, network monitoring and SSL
certificates. Email services include POP3 email, outbound SMTP email, backup mail services
and mail reflection and filtering. Refer to the No-IP website (www.no-ip.com) to apply for a
dynamic domain account. When an account has been created, enter the e-mail address,
password and domain name.

Click Apply to apply settings or Cancel to cancel changes.

EasyLink™

EasyLink™ is a unique Brickcom function which allows users to assign a unique EasyLink
name to their network camera’s IP address. There is no need to configure the router to open
up ports or remember hard-to-memorize IP addresses. When this function is enabled, users
can log onto [uniqueEasyLinkname].mybrickcom.com to view the camera’s web GUI and live
view,

1. Check the box to enable EasyLink™.

2. If Auto mode is selected, the following page will be displayed. & NOTE - This mode

is recommended.
3. Enter a unique EasyLink name whose length must be between 5-32 characters.
Verify that the EasyLink name is available.

Enable 7

Mode @ Auto Manual

EasyLink Name 00402512aabb ‘mybrickcom.com Verify

The EasyLink function cannot work because the IP camera is behind a
Double HAT network.

EasyLink Status
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4. If Manual mode is selected, the following page will be displayed.

a. Manually enter the Public IP Address, HTTP port and RTSP port or leave the
default values.

Enable ]
Mode Auto @ Manual
EasyLink Name 00402512aabb  mybrickcom.com Verify
Public IP Address 0 0 0 0
Public HTTP port a0
Public RTSP port 504
EasyLink Status '[Eléillfl:sl:rl;l!lﬁ;::gtriﬁn cannot work because the IP camera is behind a

Click Apply to apply settings or Cancel to cancel changes.

& NOTE - The EasyLink function will not work if the following conditions occur:

1. The camera cannot be located behind a double NAT network.

The camera’s IP address cannot be assigned to specific port numbers using the
router’s port forwarding.

3. EasyLink uses UPnP to exchange port information with the router.
connect to the internet through a router which supports UPnP.

The camera must
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Wireless

These settings control how a Network Camera interacts with a wireless network. Users can
identify the wireless network and enable wireless encryption.

& NOTE - This function is only available for WCB models.

Basic Settings

Advanced Settings Wi-Fi Protected Setup
Network Name (SSID)| Brickcam

Security Disabled hd
Disabled

WEP

WPA-Personal E e

VWPAZ-Personal

Click the Site Survey Button to update the list.

Network Name (SSID) - The Service Set Identifier (SSID) is the network name used to identify
the wireless signal emitted from a wireless camera. It is case-sensitive and can be up to 32
characters long.

Wireless devices have a default SSID set by the factory. Brickcom wireless products use
Brickcom as the default name. It is recommended for users to rename their SSID to something
unique in order to distinguish their wireless device from surrounding wireless networks.

& NOTE - Be careful when including personal information when naming the SSID as it is

viewable by anyone browsing for wireless networks.
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Security - Encryption protects data transmitted over a wireless network. Wi-Fi Protected
Access (WPA-Personal/WPA2-personal) and Wired Equivalent Privacy (WEP) offer different
levels of security for wireless communication. A network encrypted with
WPA-Personal/WPA2-personal is more secure than a network encrypted with WEP because
WPA-Personal/WPA2-personal uses dynamic key encryption. To protect the information as it
passes through the airwaves, it is recommended to enable the highest level of encryption
supported by the network equipment.

Site Survey — Survey the local area for available wireless networks. The user should select
their Local Area Network (LAN) from the Site Survey List.

Advanced Settings Wi-Fi Protected Setup

Metwork Mame (S5I10)| Erickcom

Security Disabled v
Site Survey List ~
S50 Mode Security Channel Signal Type Select
test_gary_Brickcom_1 11higin MNOMNE 1 Ta% Infrastructure
SmartHub-AWRTE00M 11h/gin NONE 1 73%  |Infrastructure
Test-FAE 11higin NOMNE 1 100%  |Infrastructure
bricom_3 11h/gin NONE 1 89%  |Infrastructure
Test_Cavin 11big NONE 1 57%  |Infrastructure
o™ RD TEST A44khlain kIMCKIE kel [==1:"3 Ilnfractriictirn Qalart b’
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WEP- Wired Equivalent Privacy (WEP) is a basic encryption method which transmits network
broadcast messages using radio signals. Itis not as secure as WPA.

Advanced Settings Wi-Fi Protected Setup

HNetwork Name {SSID} | Brickcom Site survey
Security WEP v
TX Key 1w
WEP Encryption 40/64 bits {10 hex digits) b
Key 1
Key 2
Key 3
Key 4
Authentication Open System v

=
SSID Mode Security Channel Signal Type Select

test_gary_Brickcom_1 11bl/gin MOMNE 1 Ta% Infrastructure
SmantHub-AWRTE00N 11bigin NONE 1 73%  |Infrastructure
TestFAE 11b/gin NONE 1 100%  |Infrastructure
bricom_3 11b/gin NONE 1 89%  |Infrastructure
Test_Cavin 11big NONE 1 57%  |Infrastructure

D onniD TEET Adlmimin hARIE o cooe RPN B =Y P M

Tx Key - Select a key from the drop-down menu.

WEP Encryption - Select a level of WEP encryption: 64 bits 10 hex digits or 128 bits 26 hex
digits. The default is 64 bits 10 hex digits.

Key 1-4 - Enter the WEP key(s) manually.

Authentication - The default is set to Open System, which allows either Shared Key or Auto
authentication to be used. With Shared Key authentication, the sender and recipient use a WEP
key for authentication. With Auto authentication, the sender and the recipient do not use a WEP
key for authentication.

Click Apply to apply settings or Cancel to cancel changes.
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WPA-Personal - WiFi Protected Access (WPA)-Personal

Advanced Settings Wi-Fi Protected Setup

Network Hame {SSID}lBrickcum “ Site sunvey ]
Secuny | NP v
Encryption |TKIF' V|
Shared Key | | (8 to 63 characters)

2

55D Mode Security Channel Signal Type Select

test_gary_Brickcom_1 11higin MNOME 1 78% Infrastructure Select

SmantHub-AWRTE00M 11hlgin MNOMNE 1 T3% Infrastructure Select

Test-FAE T1blgin MNONE 1 100% Infrastructure Select

bricom_3 11blain MNOMNE 1 80% Infrastructure Select

Test_Cavin 11big MOME 1 57% Infrastructure Select

e

O RVD TEST RN (AT Nl =4 n [=1=1.73 lmfrmmdrimden Salact

Encryption - Supports two encryption methods with dynamic encryption keys: Temporal Key
Integrity Protocol (TKIP) and Advanced Encryption Standard (AES). Select the algorithm type
from the drop down menu: TKIP or AES. The default is TKIP.

Shared Key - Enter the key shared between the Router and the server keys. Enter a password
of 8-63 characters.

Click Apply to apply settings or Cancel to cancel changes.
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WPA2-Persona | - WiFi Protected Access (WPA2-Personal)

Advanced Settings Wi-Fi Protected Setup

Network Name (SSID)| Brickcom |[ Site survey |
Security v
Encryption
Shared Key | ||28 to 63 characters)

T T e R

SsID Mode Security Channel Signal Type Select

test_gary_Brickcom_1 11blgin MNOME 1 78% Infrastructure Select

SmantHub-AWRTE00M 11kigin MOMNE 1 T3% Infrastructure Select

Test-FAE T1bigin MNOMNE 1 100% Infrastructure Select

bricom_3 11hblain MNOMNE 1 80% Infrastructure Select

Test_Cavin 11big MOMNE 1 7% Infrastructure Select

e

O KVD TEST Ak lnln [ATa1 Y= n [=1=1.73 lmfrmmdrmden Salact

Encryption - WPA2 supports AES encryption method with dynamic encryption keys.
Shared Key - Enter the key shared between the Router and the server keys. Enter a password
of 8-63 characters.

& NOTE - If using WPA or WPA2, each device in the wireless network must use the same

WPA or WPA2 method and shared key or else the network will not function properly.
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Advanced Settings

i e

Hetwork Mode BGMN-Mixed v
Radio Band Auto-20/40MHz Channel |+
VUMM (802.1e QoS) Disabled +

Network Mode - From the drop-down menu, select the wireless standards running on the
network.
o|f there are Wireless-B, Wireless-G and Wireless-N (2.4GHz) devices on the network, use
the default setting, BGN-Mixed.
o|f there are Wireless-B and Wireless-G devices on the network, select BG-Mixed.
o|f there are only Wireless-B devices on the network, select Wireless-B Only.
e|f there are only Wireless-G devices on the network, select Wireless-G Only.
e|f there are only Wireless-N (2.4GHz) devices on the network, select Wireless-N Only.
o(")If there are Wireless-A and Wireless-N devices on the network, select AN-Mixed.
o(")If there are Wireless-A, Wireless-B, Wireless-G and Wireless-N (2.4GHz) devices on the
network, use the default setting, ABGN-Mixed.
o(M)If there are only Wireless-A devices on the network, select Wireless-A Only.
Radio Band - The settings are available for the Auto-20/40MHz channel and Standard-20 MHz
channel.
Enable WMM (802.1e QoS) - WMM is a wireless Quality of Service feature that improves
quality for audio, video, and voice applications by prioritizing wireless traffic. To use this feature,
the wireless client devices on the network must support Wireless WMM. The default setting is
Enabled. To disable this feature, select Disable.
Click Apply to apply settings or Cancel to cancel changes
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Wi-Fi Protected Setup

Basic Settings Advanced Settings 'Wi-Fi Protected Setup

Wi-Fi Protected Setup

Enter FIN number 38989827 in the AP device
PIN Mode Enter the AP's S8I0 |Brickcom

Click the Register button on the right to start WPS.

Wi-Fi Protected Setup
s Mat Configured
Hardware WP S Button
Enabled

Use this method if the client device has a Wi-Fi Protected Setup PIN number.

1. Enter the network name from the device in the field.

2. Click <Register> to start WPS.

3. Click “Enable” to enable the WPS Button. If this feature is not enabled, the user will not be
able to use the WPS button

Click Apply to apply settings or Cancel to cancel changes.

HTTP/HTTPS
Enabled
por
Enabled |
por

HTTP — (HyperText Transfer Protocol) - This protocol allows for TCP protocol quality without
having to open specific ports for streaming. Users inside a firewall can utilize this protocol to
allow streaming data through.

HTTPS - (Hypertext Transfer Protocol over SSL) - This protocol allows authentication and
encrypted communication over SSL (Secure Socket Layer). It helps protect streaming data
transmission over the Internet on a higher security level than HTTP.

Click “Enable” to enable and Apply to apply settings or Cancel to cancel changes.
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Brickcom

To enable HTTPS, users have to create and install a certificate.
1. Click “Continue to this website” to install.

@ There is a problem with this website's security certificate.

The security certificate presented by this website was issued for a different website's address.

Security certificate problems may indicate an attempt to fool you or intercept any data you
send to the server.

We recommend that you close this webpage and do not continue to this website.
@ Click here to close this webpage.
¥ Continue to this website (not recommended).

@ More information

2. Enter the User name and Password of the camera.

Connect to 192.168.1.1

The server 192,168,1.1 at Brickcom IPCAM Login requires a
username and password,

Warning: This server is requesting that your username and
password be sent in an insecure manner (basic authentication
without & secure connection),

Lser name: | 3 admin v |

Password: | [T T |

[ Iremember my passward

L OK ] I_ Cancel
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3. Click “Certificate Error” on the top right corner of the window to view the certificate.

@ ) ¥ & https:}192,168.1.103/ v | bd Certificate Error | ¥4 X

File Edit View Favorites Tools Help @‘ M tehed Add
ViiSmalcnead AQAress

W o | BLive View

The security cerificate presented by this
wehsite was issued for a different
wehsite's address.

This problem may indicate an attempt to

-] fool you or intercept any data you send to
Br|CkC0m WCB_1 OOAp Camera Conﬁgur the e.erw:r [

We recommend that you close this
Stream 1 ¥ |Channels TCP ¥ |Protocol wehpage

About cettificate errors

2009/01/01 00:06:44 H.264 1280x800 Playing View certificates

4. Click “Install Certificate” and follow the steps to finish the installation.

Certificate

General | Datails | Certification Path |

1 #,
Certificate Information

This certificate is intended for the following purpose(s):

*Ensures the identity of a remote computer

Issued to:  Brickcom

Issued by: Brickcom

valid from 7/5{2009 to 7/3(2029

Install Certificate. ..
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Event

Event Settings

When an event (such as unauthorized movement) occurs, the camera can be scheduled to
perform certain actions. An Event Type is a set of parameters that defines these actions.
This section describes how to configure the camera to perform certain actions when events
occur.

Enable Hame Event Type Action

Note:For stream recording,stream 1 must be setto H 264 or MPEG4 with a bitrate lower than 1.5Mbps or the quality below 3 and the resoltion lower
than 1280x1024.

[Add Event ] ’ Delete Event ]

Click <Add Event> on the Event Settings page. The Event Setup page will appear.

Enable Name Event Type Action

Mote:For stream recording,stream 1 must be setto H.264 or MPEG4 with a bitrate lower than 1.5Mbps or the quality below 3 and the resoltion lower
than 1280x1024.

Add Event ] [ Delete Event
Enable (]
Name
@ Always
Event Schedule ) Schedule
©) Recurrence Pattern
Event Motion Detection ~ [ window 1 [C] Window2 [C] Window 3

[[] save streamto FTP -
[T] send Snapshetto FTP v
[ Play Audio Clip : There is no available audio clip. Configure one here
[] send HTTP Notification
[C] sendto Email
[ LED Light
[] send UDP Notification to IP address

. . . Port
[] send Multicast Notification to IP address

Port

Action

Apply ] ’ Cancel

How to Set Up an Event Schedule
Event Schedule describes how and when the camera performs certain actions.
1. Check “Enable” and enter a descriptive name for the event schedule.
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2. Set Event Schedule to define when the event is activated by selecting from Always (24
hours), Schedule or Recurrence pattern.
a. If Schedule is selected from the Event Schedule, the following page will be
displayed:

Enable [l

MName

) Always
@ Schedule

0:00 6:00 12:00 18:00 24:00

Sun
Mon
N

Event Schedule Wed ||

Thu
Fri

Sat

. Event Schedule

[ ] ot Scheduled
| Select All | | Clear All | | Undo Al |

) Recurrence Pattern

Event Motion Detection =[] Window1 [ Window2 [C] Window 3

[[] save Streamto SDcard =
[C] send Snapshotto FTP -
(] Play Audio Clip : There is no available audio clip. Configure one here
[C] send HTTP Notification
[C] sendto Email
[C] LED Light
[] send UDP Notification to IP address

. . . Port
[] send Multicast Notification to IP address

Port

Action

[ Apply ] [ Cancel ]

A Scheduled Event can be programmed for certain times and day. Click individual boxes to
schedule specific times for the camera to detect events.
b. If Recurrence Pattern is selected, the following page will be displayed.
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Event List

Event Schedule

® Recurrence Pattern
sun [ won O Tue [#] wed B Thu O Fri O sat O
8tart| 00 "|:| 07 "lDurati-:un|1U |r-.-1inutes

Enabled Name Event Type Action
12345 IMotien Detection Send to Email
abcde PIR Take Snapshaot
asdf Audio LED Light
Add Event ] [ Delete Event

Enabled
Mame |

O Always

) Schedule

Event

|,&.L|di0 Detection vl

Action

[ save Stream to
[ send Snapshotto

O Flay Audio Clip : There is no available audio clip. Configure ane here
[J send HTTP Maotification

[ send ta Email

LED Light

[ send UDP Notification to IF address

L JE Jrenl ]

[ send Multicast Motification to IP address

I I

[ Apply l l Cancel ]

An event schedule can be programmed to recur at different times

according to the user’s needs. Select the days for the event schedule to

occur. Select a start time and specify the duration.

3. Define what will trigger an event to occur by selecting an option from the Event
drop-down list.

4. Select the Actions that will occur when the event is triggered.
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a. When <Send to Email> is selected, the following page will be shown:

Enable

Name

Event Schedule

@ Always
Schedule
Recurrence Pattern

Event

Motion Detection - Window 1 Window 2 Window 3

Action

Save Streamto FTP -
Send Snapshotto FTP -
Play Audio Clip : There is no available audio clip. Configure one here
Send HTTP MNotification
¥| Send to Email

LED Light
Send UDP Motification to IP address

. . . Port
Send Multicast Notification to IP address

Port

Email

Sender
TO

CcC

Senders
Mame

Subject

i. Sender - Enter the email address of the sender.
ii. Recipient - Enter the email address of the recipient. To enter multiple
recipients, separate each using a comma.
ii. Sender's Name — Enter the sender’s name that will appear in the
recipient’s inbox.
iv. Subject - Enter the title of the email.

5. When complete, click Apply to save new event or Cancel to delete the event. The new
event will appear on the event list.

6. To edit an event setting; select the event from the list. To remove an event setting from
the list, select an event name from the list and then click <Delete Event>. Click <Add
Event> to add more events.

&NOTE - Refer to the Audio Clip section for more details about the “Play Audio Clip” action.
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Motion Detection

Motion can be detected by measuring changes in the speed or vector of an object or objects in
the monitored area. This section explains how to configure the Network Camera to enable
motion detection.

Region Settings

Sensitivity

Threshold

Use the mouse to resize or move
the Motion Detection Window.
This chart records the amount of
activity within the Motion
Detection Window. When the
activity level is above the
threshold, the user will be
notified..

*The MD setting is only activate in
stream 1.

Detection Setting — Use this setting to enable and define the motion detection windows. The
user can defined up to three areas on the live view window for motion detection.

1.

2.
3.
4

Select <Window1>, <Window2>, or <Window3> to adjust the motion detection window.
Check the box to enable the window.

Use the mouse to resize or move the motion detection window.

Adjust the “Sensitivity” level. Lower sensitivity levels will result in more activity needed
to trigger an event.

Adjust the “Threshold” to change the threshold level. The higher the threshold, the
larger objects need to be to trigger an event.

The chart below the Live View window indicates the activity level of the Motion
Detection window. When motion is detected by the camera and exceeds the defined
threshold, a red bar will appear. Users can use this feature as a trigger source to send
photos or videos to a remote server via email or FTP.

Click Apply to apply settings or Cancel to cancel changes.

-71 -

| EXPERT IN WIRELESS IP SURVEILLANCE



PIR(*)
L W
| Sensitivity ‘ B0 v |0y |

The PIR (Passive InfraRed) sensor measures infrared light radiating from objects in its field of
view. This can be used to detect a moving object, such as a person, in dimly lit areas.
Sensitivity — Adjust the sensitivity of the PIR Sensor from the drop down menu. The sensitivity
can be set from 10 - 100%; with the default sensitivity set at 50%. Higher sensitivity levels will
increase the range of the PIR Sensor. When the sensitivity level is set to 100%, the PIR
sensor will be able to detect moving objects within six meters.

Audio Detection

‘ Sensitivity ‘50 v % . B0% |

Users can schedule an event to be triggered if there is a change in the sound level of a
monitored area. Audio detection can be used to measure change in the ambient voice. Select
the sensitivity from the drop-down menu.

Sensitivity - is used to adjust the sensitivity of the sound level from 10 - 100%. The default
sensitivity is 50%.

60%  Display the current sound level.

Click Apply to apply settings or Cancel to cancel changes.

-72 -

| EXPERT IN WIRELESS IP SURVEILLANCE



Notifications

Use the tools in this section to specify what type of notification will be sent when an event
occurs. The camera can send buffered images to an FTP server, Samba, Email, or HTTP.

FTP Settings

File Transfer Protocol (FTP) is used as an application component to automatically transfer
files for program internal functions. Select “Primary FTP Server” from the Server Selection
drop down menu to send media files to a FTP server when an event is triggered. Enter

the FTP IP address or hostname.

By default, the FTP port server is set to 21. Enter the

account name, password and FTP Path to configure the settings.

Server Selection

Primary FTP Server

FTP Address

IP Address 10 10 10 10

FTP Port

21

Account Name

Account Password

FTP Path

Click Apply to apply settings or Cancel to cancel changes.
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E-mail Settings
Select “Primary Email Server” option from the Server Selection drop down menu to send
media files to an email server when an event is triggered.
SMTP Server - Enter the server host name of the email server.
SMTP Port - Enter the port number of the email server; by default, the SMTP port is set to
25.
Authentication - Select the authentication type from the drop-down menu.
Email Account - Enter the user name of the email account if necessary.
Email Password - Enter the password of the email account if necessary.

Server Selection Primary Email Server b
SMTP Server
SMTP Port 25
Authentication LOGIN v
Email Account
Email Password

Click Apply to apply settings or Cancel to cancel changes.
Samba Settings
Select this option to send the media files via a network neighborhood when an event is
triggered.
Server Address - Enter the IP address of the Samba server.
User Name - Enter the user name of the Samba server.
Password - Enter the password of the Samba server.
Work Group - Enter the workgroup of the Samba server.
Shared Folder - Enter the share folder of the Samba server.

Server Address IP Address |+ 0 10 10 10
Username
Password
WorkGroup
Shared Folder

Click Apply to apply settings or Cancel to cancel changes.
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HTTP Settings
Select this option to send the media files via an HTTP notification when an event is triggered.

URL

Message

Username

Password

URL —Specify the URL to send HTTP requests. The URL is normally written as:
http://ip_address/ notification.cgi?parameter

ip_address — type the IP address or host name of the HTTP host.

Parameter — type the notification parameter if necessary.

Example

URL - http://192.168.1.1/xxxX.Cqi

Message - namel=valuel&name2=vlaue2

Result - http://192.168.1.1/xxxx.cgi? namel=valuel&name2=vlaue2

Ex:

https://192.168.1.1/notification.cgi?event=MD&camera=FB-100A

Message - Enter the message notification that will be sent when an event is triggered.
Enter the user name and password if necessary.

Click Apply to apply settings or Cancel to cancel changes.
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http://192.168.1.1/xxxx.cgi

Video Clip

Pre-Alarm Buffer

5

Seconds (010}

Post-Alarm Buffer

5

Seconds (0-30;

Maximum Buffer Size 1024 Khytes (128-1500)

This function is used to determine when video clips will be recorded and stored after an event is

triggered.

Pre-alarm buffer - Images can be stored internally on the server from the time immediately

preceding the trigger. Enter the desired length of time.

Post-alarm buffer - Images can be stored internally on the server from the time immediately

following the trigger. Enter the desired length of time.

Maximum buffer size —Specify the maximum file size allowed.
Click Apply to apply settings or Cancel to cancel changes.
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Audio Clip(*)
Audio Recording — Audio clips can be recording and played when an event occurs.

Audio Recording

Audio Clip List
Index File Name
1 11111 way
[ Play ] [ Stop ] [ Delete ] [ Export ]

Pleaseselectaﬂletoimpurt| |[ Browse.. | | Import

Audio Recording Settings

File Hame | |

Duration Second

Click Browse to import a file from a local hard drive or network disk. Select the file and click

Import. & NOTE — The camera can only play audio clips which are saved as .wav files

with G.711 u-law encoding in 8000 Hz sampling rate.

To record a new clip using the camera's microphone:
1. File Name-Enter a file name.
Duration - Enter the number of seconds to record.
Click Record to record the new audio clip.
The new audio clip will appear on the audio clip list.
Select an audio clip file from the Audio Clip List.
a. Play- Select to hear the audio clip
b. Stop- Select to stop playing the audio clip.
c. Delete- Select to delete an audio clip.
d. Export- Select to export the audio clip to a local hard drive or network disk.

ok WD
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LED Light(*)

LED Light

@ Keep active during event

) Keep active for 1 Sec (1~10)

LED Control

Activate On
Inactivate Off

-

-

Apply

Cancel

Mode — Select “Keep active during event” or “Keep active for” a specific amount of time when an

event is triggered.

LED Control - The LED on the front of the camera can be set to flash at a configurable interval
when an event is triggered. From the Activate drop down menu, select a percentage which

the LED will brighten to.

When the LED reaches the selected percentage, it can be configure

to fade to off or turn off. Select the option from the Inactive menu.
Click Apply to apply settings or Cancel to cancel changes.
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System

System Log
Log — Set up the camera to record a system log when an event is triggered.

Remote Logging

G-Wireless \Wireless connection for 3310 [Brickcom] is down, Thu Jan 1 00:00:12 2009
| kZerver :\User Tadmin] logged in to [web server], Thu Jan 1 00:02:35 2009
LOG_MOTICE-WehServer \User Tadmin] logged in to [web server], Thu Jan 1 00:02:52 2009
LOG_INFQ-stream :Channel [1] started streaming to host 7169.254 209 1887, Thu Jan 1 00:02:55 2009
LOG_INFO-stream :Channel [1] stopped streaming to host T162.254 208 1987, Thu Jan 1 00:08:07 2009
LOG_INFO-stream :Channel [1] started streaming to host [169.254.209.198], Thu Jan 1 00:02:18 2009
LOG_INFO-stream :Channel [1] stopped streaming to host T169.254.209.198], Thu Jan 1 00:09:58 2009
LOG_INFO-Wireless ‘Wireless connection for 3310 [Brickcom] is up, Thu Jan 1 01:44:31 2009
LOG_WARNING-Wireless \Wireless connection for 3210 [Brickcom] is down, Thu Jan 1 02:44:18 2009
LOG_MOTICE-WehServer \User Tadmin] logged in to [web server], Thu Jan 1 02:48:40 2009
LOG_INFQ-stream :Channel [1] started streaming to host T169.254 209 1887, Thu Jan 1 02:48:48 2009
LOG_INFO-stream :Channel [1] stopped streaming to host T169.254.209.198], Thu Jan 1 02:52:02 2009

LOG RMING-Wireless :Connection to wireless module was last. Internal module is either down or not responding, Thu Jan 1
03:16:50 2008
LOG JIN G4 ‘Wireless connedction for 3210 [Brickcom] is down, Thu Jan 1 03:16:56 2009

‘Wireless connedction for 3210 [Brickcom]' is down, Thu Jan 1 031721 2009

‘User Tadmin] logged in to [web server], Thu Jan 1 03:18:38 2009
‘User Tadmin] logged in to [web server], Thu Jan 1 03:24:41 2009
‘User Tadmin] logged in to [web server], Thu Jan 1 03:24:48 2009
‘Wireless connection for 3310 [Brickcom] is down, Thu Jan 1 03:
RMIM ‘Wireless connedction for 3210 [Brickcom] is down, Thu Jan 1 03:36:
LOG_MOTICE-WehServer \User Tadmin] logged in to [web server], Thu Jan 1 03:42:10 2009
LOG_INFQ-stream :Channel [1] started streaming to host 7169.254 209 1887, Thu Jan 1 03:42:20 2009
LOG_INFO-Wireless ‘Wireless connection for 51D [Brickcom] is up, Thu Jan 1 04:20:37 2008
LOG_WARNING-Wireless ‘Wireless connection for 3310 ‘[Brickcom] is down, Thu Jan 1 04:31:08 2009
LOG_IMFO-stream :Channel [1] started streaming to host [168.254.209.198], Thu Jan 1 04:31:52 2009
LOG_IMFC-stream :Channel [1] stopped streaming to host T169.254.209.198], Thu Jan 1 04:33:06 2009
LOG_INFC-stream :Channel [1] stopped streaming to host T169.254.209.198], Thu Jan 1 04:35:54 2009

This page displays the system’s log in chronological order. The system log is stored in the
camera’s buffer area and will be overwritten when the buffer area is full.
Click Retrieve to retrieve the log or click Save to file to save the system log.
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Remote Logging
T —

Enabled O

IP Address ] |0 |0 .0 port|514

The user can configure the camera to send the system log file to a remote server as a log
backup.

Click to enable remote log and enter the IP address of the remote server.

Enter the port number of the remote server.

Click Apply to apply settings or Cancel to cancel changes.

Date and Time

Manual — Manually enter the date and time.
Clone from PC — The camera will sync with the time, date and time zone of the computer
used to modify the camera settings. Check “Clone” to utilize this option. The read-only
date and time of the PC will be displayed.
NTP — (Network Time Protocol) - NTP is a protocol for synchronizing the clocks of a
computer system. Select to update the time with a NTP server on an hourly, daily,
weekly, or monthly basis.

Time Zone — Select the local time zone from drop-down menu.

NTP Server 1 and Server 2 - Enter the address of the NTP server

Daylight Saving - Enable this option to automatically update for Daylight Savings Time.

Manual Year |2009 Month |1 Day |1 Hour |0 Minute |0 Second |0
© Year IMonth Day Hour Minute Second
Clone from PC
[0 Clone
TimeZone (GMT+8)HOMG KONG hd
NTP Server 1 tick.stdtime.gov.tw
NTP
NTP Server 2 clock. stdtime. gov. tw
Daylight Saving ] Enabled

Click Apply to apply settings or Cancel to cancel changes.
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Brickcom

Device Information

System Information — Displays

System Information

Network Settings

Video/Audio Settings

the complete system information of the camera.

Client Information

LAN MAC Address 00:26:82:B6:3C.7B
Firmware Version v3.1.0.2
Product Name CB-100Ap
Hardware Version V2
Company Name Brickcom Corpaoration
UPnP Name CB-100Ap-3c7b

Network Settings —Displays the complete network settings information of the camera.

System Information

Video/Audio Settings

Client Information

IP Information

IP Setting Type DHCP
IP Address 182.168.1.21
Subnet Mask 255.255.255.0
Default Gateway 192.168.1.2
Primary DNS 192.168.1.2
Secondary DNS 192.168.1.2
uPnp Enabled
DynDNS Disabled
TZO Disabled
NO-IP Disabled

Video/Audio Settings -Displays the complete video/audio settings information of the

camera.
System Information Network Settings VideolAudio Settings Client Information

Video Codec H.264

Video Resolution 1280x800

Video Frame Rate 25Tps
Video Bitrate 4000 Kbps
Audio Codec A
Multicast IP NIA

I —

Video Codec MJPEG

Video Resolution 1280x800

Video Frame Rate 25Tps
Video Quality 3
Audio Codec NIA
Multicast IP NIA
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Wireless - Displays the complete wireless information of the camera.

Syztem Information Network Settings VideolAudio Settings _
Wireless MAC Address |00:26:82:1B:DB:92
Radio Band Auto-20/40MHz Channel
Network Mode BGM-Mixed
Security Disabled
Network Name (551D} | Brickcom_MARS
Wireless Channel ]
Wireless Signal Strength | 35%
Status Connected

Client Information- Displays the RTSP Client .You will see a list of RTSP clients with the
following information: IP Address and channel.

System Information Hetwork Settings VideolAudio Settings _
Index | IP Address | Channel
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Storage Management (*)
Storage Management is used to view all the recorded files on the Micro-SD/SDHC card.

Advanced Settings

Local Storage Information
Item 5D Card
Total Capacity 7.41GB
Used Space 227GB
Available Space 514GB
Memaory Card Management Reload ] ’ Remaove ] ’ Format
7 sd 1
| offline
| schedule
| smapshot
_| videoclip

Storage Management

Click Reload to refresh the list of recorded files.

Click Remove to safely remove the Micro-SD/SDHC memory card.

Click Format to format the Micro-SD/SDHC memory card.

Left click on the folder to list the recorded files. The user can either play the snapshot of the
recorded files by moving the mouse pointer over the file or double click on a file to play it.
Right click on the folder to download, play or delete the recorded files.

& NOTE — The user may need to install QuickTime multimedia framework to play the

video clips.
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Advanced Settings

B
Automatic Recycle
Enable
Offline Record
Enable [l
File Encryption
Enable [l
Password
Encryption Ciphers AES128 -

If the Automatic Recycle function is disabled, there must be at least 50MB Hard Drive space available for the network camera to record
video.
If the Automatic Recycle function is enabled, it will automatically overwrite the recorded files when the available space remaining is less
than 100MB.

Automatic Recycle (*) — Enable to automatically overwrite older files when the available
space remaining on the Micro-SD/SDHC card is less than 100MB. If the Automatic Recycle
function is disabled, there must be at least 50MB hard drive space available for the camera to
be able to record video files.

Offline Record — Enable to keep recording if the Network Camera is offline.

File Encryption — Enable the File Encryption to encrypt recorded video files. Files are
encrypted using OPENSSL.

To unlock the encrypted file, please download and install the OPENSSL toolkit from the
OPENSSL Web site.
http://gnuwin32.sourceforge.net/packages/openssl.htm

Use the following command to encrypted file:

openssl enc -ciphername [-in filename] [-out filename] [-pass arg] [-€] [-d] [-a/-base64] [-A] [-k
password] [-kfile filename] [-K key] [-iv IV] [-S salt] [-salt] [-nosalt] [-z] [-md] [-p] [-P] [-bufsize
number] [-nopad] [-debug] [-none] [-engine id]

For example: openssl enc -d -aes128 -in encryptfile -out decryptfile -k password

Click Apply to apply settings or Cancel to cancel changes.

LED Indicators
The LED on the front of the camera can be configured to remain unlit. Check “OFF” to enable
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Brickcom

this function.

LED Indicators Configuration

Click Apply to apply settings or Cancel to cancel changes.
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Maintenance

User Management
This section explains how to enable password protection and create multiple accounts.

Index Username Privilege

1 admin Administrator

Add

The administrator account name is “admin”, which is permanent and cannot be deleted.
Click Add to create an account.

Index Username Privilege
1 admin Administrator

Username

Password

Confirm Passwoard

Privilege Viewer b

[ Apply ] [ Cancel ]

Enter the new user’s name, password and confirm password. Administrators can add up to 10

user accounts.
Select the privilege level for the new user account from the drop-down list. Privilege levels can

be assigned as:
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¢ Administrator - user has access to view and change the Configuration page. Users with
administrator privilege can change other user’s access rights and delete user accounts.
Click Delete or Update to delete or modify a user’s account.
Viewer - user can only access the main page for live viewing.

¢ Remote Viewer - user can only access the main page for live viewing using
TCP protocaol.
Language

Auto Deutsch @ English Espafiol

Francais Italiano HF3E Polski
Language

Pycckmit Tirkce Pz TP
Portugués EXnwikd Nederlands

Select the desired language from the radio button.
Click Apply to apply settings or Cancel to cancel changes.

IP Filter

The IP Filter is used to filter the IP addresses which are able to access the network camera.

Enable the IP Filter and select to allow or deny a range of IP addresses access to the server.
Click Add to list to add the IP range to the IP filter list.

n Enahle IP Filter |

Allow Access List ‘ ‘ Deny Access List |

Click Apply to apply settings or Cancel to cancel changes.
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Firmware Upgrade
This feature allows the user to upgrade the camera firmware. It will take a few minutes to

complete the process.

& NOTE - Do not power off the camera or camera during the upgrade.

Upgrade - Click Browse... and specify the firmware file. Click Upgrade. The camera will
begin upgrading and will reboot automatically when the upgrade is finished.

Select a File Browse... Upgrade

Configuration

This feature allows the user to export/import the configuration files of the network camera.
Import/Export - Click export to pop up a dialog to indicate the location and file to export.
Click browse to indicate the location and file of the camera configuration and click import
to import the configuration file back into the network camera.

Export Export

Flease select afile to import

Import
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Reset to Default

This section is used to restore the camera to default factory settings. Check the boxes to

preserve the IP, Wireless, Date and Time, EasyLink, or Language settings. Click Apply to
restore the camera to default factory settings.

Press the Apply button to restore the netwark camera to factory default except settings in

[ IP settings

[] wireless settings

[] Date and Time settings
[] EasyLink settings

O Language setlings

Reboot

| press ButtontoReboot | aopy | |

This feature will reboot the camera. Click Apply to begin. A message will pop up asking “The

device will reboot. Are you sure?” Click “OK” to continue. The camera will take about one
minute to reboot.

Microsoft Internet Explorer g]

9

o .
H_,../ The device will rebook, Are you sure?

[ Ok, H Cancel ]

The following message will show during the rebooting process.

Please wait a moment...

When completed, the live video page will be displayed in the web browser.
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